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© Network object monitoring. 



© A method is disclosed for providing an activity 
history for a selected object within an electronic 
network having multiple users, only certain of which 
have access to the selected object. An activity log is 
created for a selected object in response to a re- 
quest from the object owner or a designated user 
having access to that object. Thereafter, the activi- 
ties of all users are monitored with respect to the 
selected object and an indication of each activity is 
automatically stored within the activity log. The re- 
questing user/owner may display or print the activity 



log upon request in order to provide a listing of the 



CM 

activities for subsequent review. The requesting 
CO user/owner may also request an alert message 
~~ which is automatically transmitted to the requester in 
response to any activity with respect to the selected 
object. 
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NETWORK OBJECT MONITORING 



This invention relates to object monitoring in 
multiple user electronic networks and in particular 
to methods whereby the activities of selected users 
with respect to a particular object may be docu- 
mented. The disclosed arrangements can provide 
the basis for methods whereby a user may des- 
ignate selected objects and receive an alert mes- 
sage in response to the activities of other users 
with respect to those objects. 

Distributed computing systems are well known 
in the prior art. Such systems permit a plurality of 
end users to be simultaneously coupled via a net- 
work to a central processor or alternatively, permit 
multiple computers to be coupled together in a so- 
called Local Area Network (LAN). Such systems 
permit multiple users to share computer assets or 
objects such as documents, databases, files, pro- 
grams, computational facilities, or electronic mail 
facilities. 

While such systems represent an improvement 
over prior art computing systems there are certain 
inherent problems in the sharing of computer ob- 
jects within such an electronic network. For exam- 
ple, one user may modify a document which be- 
longs to a second user and neglect to tell the 
second user the manner in which the document 
was modified. Additionally, the owner of a particular 
document may wish to document the activities of 
that object which take place with regard to other 
users, in order to determine patterns of use by 
other users. Additionally, such known systems do 
not provide a method whereby the owner of an 
object may receive an alert message in response 
to the activities of another user with regard to that 
object Therefore, it should be obvious that need 
exists for an improved electronic network wherein 
the owner or user of a selected computer object 
may receive additional information regarding the 
use of that object by other users. 

It is therefore one object of the present inven- 
tion to provide an improved multiple user electronic 
network. 

The present invention provides a method of 
monitoring the activity of a selected object within 
an electronic network having multiple users having 
potential access thereto, the method including des- 
ignating the object to be monitored within the elec- 
tronic network, creating/updating an activity log 
containing a stored indication of the designated 
object, monitoring the activities of each user of the 
designated object and storing an indication of each 
activity of each user of the designated object within 
the activity log. 

Such an arrangement can provide for the ac- 
tivities of other users with respoct to a selected 



object within that network to be documented. The 
activities of other users with respect to a selected 
object being documented, a particular user may 
designate a selected object and receive an alert 

5 message in response to the activities of other users 
with respect to that object. 

As disclosed hereinafter, in one example an 
activity log is created in accordance with the meth- 
od of the present invention for a selected object in 

w response to a request from the object owner or a 
user having access to that object. Thereafter, the 
activities of all users are monitored with respect to 
the selected object and an indication of each activ- 
ity is automatically stored within the activity log. 

15 The requesting user/owner may then display or 
print the activity log in order to determine the type 
of and extent of activities of other users with re- 
spect to the selected object. The requesting 
user/owner may also be enabled to request an alert 

20 message which is then automatically transmitted to 
the requester in response to any activity with re- 
spect to the selected object. 

The present invention will be described further 
by way of example with reference to embodiments 

25 thereof as illustrated in the accompanying draw- 
ings, in which: 

Figure 1 is a block diagram of a multiple 
user electronic network; 

Figure 2 is a logic flow chart of the user 

30 selections performed; 

Figure 3 is a logic flow chart illustrating an 
activity log entry; 

Figure 4 is a logic flow chart illustrating the 
implementation of an activity log; and 

35 Figure 5 is a logic flow chart illustrating the 

implementation of an alert message option. 

Figure 1 is a block diagram of a multiple user 
electronic network which may be used in conjunc- 
tion with the method of the present invention. As 

40 may be seen, the multiple user electronic network 
includes a plurality of users, including user 10, user 
12, and owner 14. those skilled in the art will 
appreciate that owner 14 is merely a user who is 
the owner of a particular electronic network object 

45 such as a document, database, or file. User 10, 
user 12, and owner 14 are all coupled to a network 
16. Those skilled in this art will appreciate that user 
10, user 12, and owner 14 may each constitute an 
interactive work station which is coupled to a cen- 

50 tral processing unit via network 16 or, in the alter- 
native, each user and/or owner may be imple- 
mented using a personal computer coupled to- 
gether via a Local Area Network (LAN), as repre- 
sented by network 1 6. As is common in such 
multiple user electronic networks, each user may 
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be permitted access to one or more electronic 
network objects which may be shared with other 
users within network .16. 

Referring now to Figure 2, there is depicted a 
logic flow chart illustrating the implementation by 
an user/owner of the method of the present inven- 
tion. As may be seen, the process begins when an 
user/owner selects a particular object for which an 
activity history or alert option is desired. Next, the 
user/owner selects a particular action, as illustrated 
in block 20. The user/owner may select the setting 
of an object activity log option, as depicted in block 
22. This particular option, as will be explained in 
greater detail herein, permits the user/owner of a 
particular object to create an activity log wherein 
the activities of each user with respect to that 
object may be documented for subsequent review. 

Additionally, the user/owner may select the ac- 
tion of setting an object alert option, as illustrated 
In block 24. As will be explained in greater detail 
herein, the alert option permits a user/owner to 
receive an alert message automatically in response 
to the activity of any user with respect to a particu- 
lar object. Finally, the user/owner may select to 
view, print, modify, or delete the activity log which 
has been previously established with regard to a 
particular object. 

With reference now to Figure 3, there is de- 
picted a logic flow chart illustrating an activity log 
entry in accordance with the method of the present 
invention. As may be seen, the process begins at 
block 1 9 with the occurrence of a particular activity 
with regard to an object within the electronic net- 
work. A determination is made, as depicted in 
block 21, of whether or not the activity has oc- 
curred with regard to a designated object. If not, 
the process continues as illustrated in block 23. In 
the event the activity has occurred with regard to a 
object which has previously designated by a 
user/owner, then block 25 illustrates the entering of 
that activity into the activity log which has been 
established for that object. In this manner, the 
activities of other users with regard to a designated 
object within the electronic network may be auto- 
matically entered into an activity log for subsequent 
review by the user who has elected the activity log 
option. 

Those skilled in the art will appreciate that an 
activity log option may be elected by more than 
one user with regard to a particular object so long 
as each user has access to that particular object. In 
a preferred embodiment of the present invention 
the election of an activity log option will only be 
reported as an activity to the owner of a particular 
object within the electronic network. 

Referring now to Figure 4, there is depicted a 
logic flow chart illustrating the implementation of an 
activity log in accordance with the method of the 



present invention. As may be seen, the process 
begins with the setting of an activity log option, as 
depicted in block 28. Next, the current state of the 
activity log option is determined, as illustrated in 

5 block 30. In the event the activity log option state is 
currently "on," then block 32 illustrates the setting 
of the activity log option to an "off" state and the 
process terminates, as depicted in block 34. 

In the event the current state of the activity log 

10 option is "off" then block 36 is used to determine 
whether or not the particular object designated by 
the user/owner exists. If the object does not exist, 
then block 38 illustrates the transmission of an 
error message. If the object designated by the 

15 user/owner does exist, then block 40 is used to 
determine whether or not the user requesting the 
activity log option is the owner of the designated 
object. In the event the user is the owner of the 
designated option, then block 52 illustrates the 

20 setting of the activity log option to "on" and the 
process again terminates, as illustrated in block 34. 

In the event the user requesting an activity log 
option with regard to a designated object is not the 
owner of that object then block 42 is used to 

25 determine whether or not the owner of that object 
has granted access to this particular user. If not, 
block 38 illustrates the sending of an error mes- 
sage as above. In the event the owner of the 
designated object has granted access to that object 

30 to this particular user, as determined by block 42, 
then block 44 illustrates the determination of 
whether or not the object owner has set the activity 
jog option for this particular object. If not, the 
activity log option is set for the user in question 

35 and the process terminates as above, as illustrated 
in block 34, 

However, in the event the owner of the object 
which has been designated has set the activity log 
option for this particular option, then block 46 illus- 

40 trates the making of an entry in the owner's activity 
log. Next, block 48 illustrates the determination of 
whether or not the owner of the designated object 
has set an alert option with regard to that object. If 
not, as above, block 52 illustrates the setting of the 

45 activity log option for this particular user and the 
process terminates, as illustrated in block 34. In the 
event the owner of the designated option has set 
an alert option, then block 50 illustrates the trans- 
mission of an alert message to the object owner. 

so Thereafter, block 52 illustrates the setting of the 
activity log option to "on" for this particular user 
and the process again terminates, as illustrated in 
block 34, 

With reference now to Figure 5, there is de- 
55 picted a logic flow chart illustrating the implementa- 
tion of an alert message option in accordance with 
the method of the present invention. As may be 
seen, the process begins by the setting of the alert 
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option as depicted in block 54. Block 56 is used to 
depict the determination of the current state of the 
alert option. If the alert option is currently "on" then 
block 58 illustrates the setting of the alert option to 
"off" and the process terminates, as depicted in 
block 60. 

In the event the current state of the alert option 
is "off," block 62 is used to depict the determina- 
tion of whether or not an activity log option has 
been set for this particular object If not, block 64 
illustrates the transmission of an error message. 
This orror message is transmitted due to a require- 
ment in the depicted embodiment of the present 
invention that an alert message may not be sent 
unless an activity log has been set for the des- 
ignated object. If the activity log option has been 
selected for this particular object, as determined by 
block 62, then block 66 illustrates the setting of the 
alert option to "on" and the process terminates, as 
depicted in block 60. Those skilled in this art will 
appreciate that it is possible to implement the alert 
option of the present invention without requiring 
that an activity log option be set. 

As those skilled in the art will appreciate upon 
reference to the foregoing specification, the method 
of the present invention provides both an activity 
log and alert option whereby a designated user or 
owner of a particular object Within an electronic 
network may create an activity log wherein the 
activities of other users with respect to that particu- 
lar object may be recorded for subsequent review. 
In this manner, a designated user or owner may be 
easily alerted with regard to the activities of other 
users with respect to a particular object. 



Claims 



5. A method as claimed in any preceding 
claim, further including printing the activity log. 

6. A method as claimed in any preceding 
claim, wherein the designated object comprises a 
document. 
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1 . A method of monitoring the activity of a 
selected object within an electronic network having 40 
multiple users having potential access thereto, the 
method including designating the object to be mon- 
itored within the electronic network, 
creating/updating an activity log containing a stored 
indication of the designated object, monitoring the 45 
activities of each user of the designated object and 
storing an indication of each activity of each user of 

the designated object within the activity log. 

2. A method as claimed in claim 1, further 
including transmitting an alert message to a se- so 
lected user in the networkin response to an activity 
being stored with respect to the selected object. 

3. A method as claimed in claim 2, wherein 
alert messages are generated only in response to a 
request from a user having access to the des- 55 
ignated object. 

4. A method as claimed in any of claim 1 to 3, 
further including displaying the activity log. 
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© A method is disclosed for providing an activity 
history for a selected object within an electronic 
network having multiple users, only certain of which 
have access to the selected object. An activity log is 
created for a selected object in response to a re- 
quest from the object owner or a designated user 
having access to that object. Thereafter, the activi- 
ties of all users are monitored with respect to the 
selected object and an indication of each activity is 
automatically stored within the activity log. The re- 
questing user/owner may display or print the activity 
log upon request in order to provide a listing of the 
activities for subsequent review. The requesting 
user/owner may also request an alert message 
which is automatically transmitted to the requester in 
response to any activity with respect to the selected 
object. 
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